
Journal of Postgraduate Current Business Research (JPCBR) 

e-ISSN 2504 –8449, Vol. 10 No. 1 (2025) 

 

 

                      Copyright © 2025 Nurul Syafiqah Azman | This work is licensed under a           

                      https://creativecommons.org/licenses/by-sa/4.0/  

 

Fintech Adoption and Regulatory Challenges in 

Malaysian Banking: A Strategic Management 

Perspective 

Nurul Syafiqah Azman   

UniKL Business School, Universiti Kuala Lumpur, 

Malaysia 

 

 

 

ABSTRACT: 

The advancement of financial technology (fintech) has revolutionized the global 

banking landscape, the traditional financial institutions involve the challenges in 

innovates and risk obsolescence. In Malaysia, fintech adoption has gained 

improvement due the digital banking initiatives, e-wallet division, and regulatory 

framework including Bank Negara Malaysia’s (BNM) Fintech Regulatory 

Sandbox and Digital Bank Licensing Framework. Considering these 

developments, numerous established banks face strategic and regulatory obstacles 

that hinder effective fintech integrations. This concept paper examines the 

simultaneous development of fintech adoption and regulatory difficulties in 

Malaysia banking sector from a strategic management perspective.  
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Strategic Management, Malaysian Banking Sector and Financial Technology 

 

1.1 INTRODUCTION 

 

The integration of fintech inside the Malaysian banking system offers both 

advantages and obstacles from a strategic management viewpoint.  Fintech 

innovations have revolutionized the financial sector by bringing novel services and 

improving consumer experiences, hence requiring an intentional alteration in 

conventional banking structures.  This transition presents regulatory challenges that 

must be addressed to maintain a stable and secure financial environment.  This 

paper examines the strategic management consequences of fintech adoption, and 
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the regulatory obstacles encountered by the Malaysian banking industry. The use of 

fintech in banking has resulted in the creation of new products and services, thereby 

improving customer experience and operational efficiency. This transition 

necessitates that banks embrace open banking frameworks and utilise technology 

such as blockchain, artificial intelligence, and big data to maintain competitiveness 

(Asif et al., 2024; Omarini, 2020a).  

 

Fintech can markedly enhance financial inclusion by providing access to financial 

services for economically disadvantaged individuals, particularly small and 

medium enterprises (SMEs) and the non-financial   institution (Abubakar et al., 

2022). Financial institutions are progressively establishing collaborative 

relationships with fintech firms to foster innovation and ease regulatory obstacles. 

This collaboration helps banks to offer a greater range of services while retaining 

compliance with regulatory standards (Lestari & Rahmanto, 2021).  

 

The adoption of Fintech in Malaysia has been driven by several factors, including 

the increasing use of digital technologies, the need to be more effective and more 

efficient financial services, and the growing demand for personalized banking 

experiences. Fintech companies have introduced innovative solutions in areas such 

as payments, lending, and investments, which have transformed the way banking 

services are delivered and consumed (Wu, 2024). 

 

A primary factor for Fintech adoption in Malaysia is the government's endorsement 

of digital transformation. The Malaysian government has been actively advancing 

Fintech development through numerous initiatives, such as the creation of 

regulatory sandboxes and the implementation of regulations that foster innovation 

in the financial industry (Razak et al., 2020) (Abubakar & Handayani, 2022).  

 

A notable factor is the rising adoption of mobile devices and the growing 

availability of internet access in Malaysia. This has allowed Fintech companies to 

expand their reach and offer financial services to vulnerable people, therefore 

fostering financial inclusion (Lestari & Rahmanto, 2021) (Faried & Dewi, 2020). 
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2.0 LITERATURE REVIEW 

 

2.1 DRIVER OF FINTECH ADOPTION 
 

The development of Fintech in Malaysia has been driven by numerous causes, 

including the expanding usage of digital technology, the benefit of optimizing and 

the utilization of financial services, and the growing need for individualized banking 

experiences. Fintech companies have provided novel solutions in sectors such as 

payments, lending, and investing, which have altered the way banking services are 

supplied and consumed (Wu, 2024). 

 

One of the primary drivers of Fintech adoption in Malaysia is the government's 

support for digital transformation. The Malaysian government has been aggressively 

fostering the growth of Fintech through different initiatives, including the formation 

of regulatory sandboxes and the introduction of regulations that stimulate innovation 

in the financial industry (Abubakar et al., 2022). Normally, in Malaysia this Fintech 

become one of the advancements in financial institutions, which able to develop the 

new ideas in bank sector, financial sectors and economic sectors, to ensure the 

movement of financial technology in Malaysia keep growing in upcoming advance 

era.  

 

Another key driver is the increasing use of smartphones and internet utilization in 

Malaysia. This has enabled Fintech companies to reach a wider audience and provide 

financial services to marginalized groups, hence increasing financial inclusion 

(Omarini, 2020). This been developed in global, the optimizing the new upgrade of 

artificial intelligence, financial technology and digital technology have been 

increasing the movement of advancement in Malaysia.  

 

According to (Riya Kapoor et al., 2024; Wu, 2024), the development of Fintech has 

disrupted traditional banking arrangements in Malaysia. Fintech companies have 

created new business models that are more agile, customer-centric, and cost-

effective. These models have inspired traditional banks to reconsider their strategies 

and incorporate digital transformation to remain competitive. Fintech has also 
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revolutionized the way clients interact with financial services. Customers today 

expect smooth, real-time, and personalized banking experiences, which traditional 

banks have had to respond to by investing in digital platforms and technologies 

stated by (Lestari & Rahmanto, 2021).  

 

The rise of Fintech has disrupted traditional banking models in Malaysia. Fintech 

companies have introduced new business models that are more agile, customer-

centric, and cost-effective. These models have forced traditional banks to rethink 

their strategies and adopt digital transformation to remain competitive. Fintech has 

also changed the way customers interact with financial services. Customers now 

expect seamless, real-time, and personalized banking experiences, which traditional 

banks have had to adapt to by investing in digital platforms and technologies (Ryu, 

2018).  

2.2 REGULATORY CHALLENGES IN FINTECH ADOPTION 

The rapid growth of Fintech in Malaysia has posed several regulatory challenges. 

These challenges stem from the need to balance innovation with financial stability, 

consumer protection, and compliance with existing laws and regulations (Froehlich, 

2023) (Razak et al., 2020). One of the key regulatory challenges is the lack of a 

comprehensive regulatory framework for Fintech. 

 

While the Malaysian government has introduced some regulations, such as the 

Financial Services Act 2013 and the Islamic Financial Services Act 2013, these 

regulations are not fully equipped to address the complexities of Fintech 

innovations (Razak et al., 2020) (Faried & Dewi, 2020). Another challenge is the 

need for regulatory bodies to keep up with the pace of technological change. 

Fintech innovations are evolving rapidly, and regulators often struggle to develop 

and implement regulations that are responsive to these changes (Froehlich, 

2023) ("Fintech Innovation and disruption in Traditional Banking", 2024).  

 

Consumer protection and data privacy are critical regulatory challenges in the 

adoption of Fintech. Fintech companies often collect and process large amounts of 

customer data, which raises concerns about data privacy and security. Regulators 
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need to ensure that Fintech companies comply with data protection laws and 

implement robust security measures to safeguard customer information (Fitriana et 

al., 2021) (Fitriana & Wijanarko, 2023). 

The growth of Fintech also poses risks to financial stability and financial risk. 

Fintech companies often operate outside the traditional banking system, which can 

create risks that are not adequately captured by existing regulatory frameworks. 

Regulators need to assess these risks and develop strategies to mitigate them while 

promoting innovation (Froehlich, 2023) (Razak et al., 2020). 

 

Malaysia, being a leader in Islamic finance, faces unique regulatory challenges in 

the area of Shariah-compliant Fintech. The existing regulatory framework for 

Islamic finance, such as the Islamic Financial Services Act 2013, may not be fully 

aligned with the principles of Fintech. There is a need for Shariah-compliant 

regulations that can govern Fintech activities in the Islamic finance sector (Razak et 

al., 2020) (Faried & Dewi, 2020). 

 

2.3 STRATEGIC MANAGEMENT RESPONSES TO REGULATORY 

FRAMEWORK  

To address the regulatory challenges posed by Fintech, there is a need for the 

development of comprehensive regulatory frameworks that can accommodate the 

unique characteristics of Fintech innovations. These frameworks should be flexible 

enough to adapt to the rapid pace of technological change while ensuring financial 

stability and consumer protection (Froehlich, 2023) (Razak et al., 2020). 

 

Regulatory sandboxes and innovation hubs can play a crucial role in promoting 

Fintech innovation while ensuring compliance with regulatory requirements. These 

sandboxes provide a controlled environment where Fintech companies can test their 

innovations without being subject to the full suite of regulatory requirements, 

thereby encouraging experimentation and innovation (Razak et al., 

2020) (Abubakar & Handayani, 2022). 
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Regulatory bodies need to strengthen their capacity to regulate Fintech effectively. 

This includes investing in resources and expertise to keep up with the pace of 

technological change, as well as developing a deeper understanding of Fintech 

business models and their implications for financial stability and consumer 

protection (Froehlich, 2023) ("Fintech Innovation and disruption in Traditional 

Banking", 2024). 

 

Collaboration between regulators and industry players is essential for developing 

effective regulatory frameworks. Regulators should engage with Fintech 

companies, traditional banks, and other stakeholders to gain a better understanding 

of the challenges and opportunities posed by Fintech. This collaboration can help 

regulators develop regulations that are both innovative and effective (Razak et al., 

2020) (Faried & Dewi, 2020). 

 

In the context of Islamic finance, there is a need for Shariah-compliant regulations 

that can govern Fintech activities. These regulations should be developed in 

consultation with Shariah scholars and industry experts to ensure that they are 

aligned with Islamic principles while promoting innovation and financial 

inclusion (Razak et al., 2020) (Faried & Dewi, 2020). 

 

3.0 DISCUSSION AND RECOMMENDATION 

The adoption of fintech in Malaysia is influenced by a variety of factors, including 

security, innovation, and perceived benefits, while regulatory challenges are shaped 

by the need for comprehensive frameworks that address both conventional and 

Islamic financial systems. The rapid digitalization of financial services has 

necessitated a robust regulatory environment to ensure consumer protection, 

financial stability, and market integrity. Recommendations for fintech adoption and 

regulatory challenges in Malaysia focus on enhancing digital literacy, improving 

ICT infrastructure, and developing regulatory frameworks that accommodate both 

conventional and Islamic financial practices. These efforts are crucial for fostering 

a conducive environment for fintech growth and ensuring its alignment with 

societal and economic goals.  

https://creativecommons.org/licenses/by-sa/4.0/


Journal of Postgraduate Current Business Research (JPCBR) 

e-ISSN 2504 –8449, Vol. 10 No. 1 (2025) 

 

 

                      Copyright © 2025 Nurul Syafiqah Azman | This work is licensed under a           

                      https://creativecommons.org/licenses/by-sa/4.0/  

 

Some recommendations for fintech adoption to be able to improve the development 

of the industry. By enhancing security and trust shown the significant predictor of 

fintech usage. Financial institutions should focus on advanced encryption 

technologies and secure mobile applications to build user trust and promote fintech 

adoption. Moreover, by promoting digital literacy in financial institutions and the 

government should promote digital literacy to increase fintech adoption, 

particularly among the tech-savvy youth in urban areas like Klang Valley 

(Abdullah & Hisamudin, 2024). Additionally, the improvement in ICT 

infrastructure, which able to expand mobile broadband access and support fintech 

startups, are essential for creating a robust digital ecosystem that facilitates fintech 

adoption. In some situations, the financial inclusion in fintech innovation should be 

seamlessly integrated with strategic policies to enhance financial inclusion, which 

is a priority for sustainable economic growth in Malaysia (Hossain et al., 2024).  

 

In term of regulatory challenges and recommendations, shariah compliant 

regulation, in the Islamic finance sector requires Shariah-compliant regulations to 

govern fintech activities. This includes subsidiary legislation under the Islamic 

Financial Services Act (IFSA) and regulatory sandboxes for Islamic fintech firms 

(Razak et al., 2021)  There is a need for a legal governance framework to mitigate 

fintech risks, ensuring clear definitions of legal responsibilities and corporate 

standing for fintech companies (Ahmad et al., 2024). The regulatory sandboxes and 

innovation hubs, these tools can guide fintech firms through regulatory challenges, 

allowing for testing and piloting of innovative solutions in a controlled environment 

(zetzsche et al., 2020). Also, by addressing ethical and legal risks, multi-party 

collaboration is necessary to formulate industry ethical standards and legal systems 

that address the ethical and legal risks associated with fintech (Chen, 2024).  

 

4.0 CONCLUSION  

The adoption of Fintech in Malaysian banking has brought about significant 

opportunities and challenges. While Fintech has the potential to promote financial 

inclusion, improve efficiency, and enhance customer experience, it also poses 

regulatory challenges that need to be addressed. The development of 
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comprehensive regulatory frameworks, the use of regulatory sandboxes, and 

collaboration between regulators and industry players are some of the strategic 

responses that can help navigate these challenges. By adopting a strategic 

management perspective, Malaysian banks and regulators can ensure that Fintech 

innovation is harnessed to achieve sustainable development in the banking sector. 
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